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Abstract—Human behavior inside organizations is considered 
the main threat to organizations. Moreover, in information 
security the human element consider the most of weakest link in 
general. Therefore it is crucial to create an information security 
culture to protect the organization’s assets from inside and to 
influence employees’ security behavior. This paper focuses on 
identifying the definitions and frameworks for establishing and 
maintaining information security culture inside organizations. It 
presents work have been done to conduct a systematic literature 
review of papers published on information security culture from 
2003 to 2016. The review identified 68 papers that focus on this 
area, 18 of which propose an information security culture 
framework.  An analysis of these papers indicate there is a 
positive relationship between levels of knowledge and how 
employees behave. The level of knowledge significantly affects 
information security behavior and should be considered as a 
critical factor in the effectiveness of information security culture 
and in any further work that is carried out on information 
security culture. Therefore, there is a need for more studies to 
identity the security knowledge that needs to be incorporated 
into organizations and to find instances of best practice for 
building an information security culture within organizations. 

Keywords — Attitudes, Security knowledge, Information 
Security culture, Human Behavior. 

I. INTRODUCTION 

Nowadays, Information is considered to be very essential 
for organizations to the extent that it’s regarded as a key asset  
of a given organization [1]. Therefore protecting this 
information is crucial to ensure the stability of the organization 
and to maintain the availability, integrity and confidentiality of 
that information. A recent study by Ponemon Institute (2015) 
indicates that many organizations have lost billions of dollars 
as a result of information breaches or information violations. 
These breaches have also had some negative effects on 
customer trust. Among the major threats that face an 
organization are the employees’ perceptions, behaviors and 
performance especially when they interact with the 
organization’s assets. A study on data breach investigation 
reports indicates that employees inside organizations could be 
responsible for most of the data breaches that occur, whether 
intentionally or unintentionally [3]. Moreover, many studies 

[4]–[7] have concluded that insiders can pose many threats to 
the safety of information inside an organization.   

In information security the human element consider the 
most of weakest link in general [4], [8], [9]. Hence 
concentrating only on technical measures to protect an 
organization’s assets without any consideration of the human 
factor is clearly inadequate. Human error and human 
negligence are the cause of different types of data breach inside 
organizations [10], [11]. Thus, on one hand employees play a 
prominent role to in creating threats to an organization and on 
the other hand can play a key part in protecting against or 
preventing such breaches. Therefore, organizations should 
focus on employees’ behavior, attitudes, assumptions and 
awareness in order to establish an information security culture. 
Essentially, the effectiveness of any type of security system 
depends on employee behavior towards organization’s 
information assets [12]. 

Creating an information security culture within an 
organization will minimize the harmful interaction of 
employees towards organization’s information assets. Further, 
it will reduce the risk of employee misbehavior when they 
interact with the organization’s assets (Van Niekerk & Von 
Solms, 2010; Verizon, 2014). Numerous studies indicate that 
the user’s attitude and lack of security awareness are the most 
significant contributors to security incidents [13]. Such 
findings support the need to instill an information security 
culture in order to influence employees’ security behavior 
within organizations.  

Some studies [14], [15] argue that security of information 
can be protected and managed if an effective information 
security culture is taken into consideration and the employees 
are able to recognize, know, understand and manage their own 
perceptions so as to secure their organization’s assets. The key 
to establishing such a culture lies in giving employees the 
required security knowledge and the specified skills they need 
for interacting with the organization’s assets. Doing so will 
help to influence the employees’ security behavior and protect 
the organization’s assets. Therefore, numerous studies need to 
be conducted in this area in order to find ways to create an 
efficient information security culture within organizations. 
Moreover, the organizations themselves should develop some 
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visions and strategies for the adoption and implementation of 
an information security culture by their employees. A lot of 
studies [4], [16]–[18] have focused on the significance of 
implementing an effective information security culture within 
organizations to minimize the security risks posed to 
organizational information assets. 

This paper adopted the systematic literature review (SLR) 
approach to investigate and understand the approaches, 
definitions, factors and frameworks for formulating and 
building an information security culture within organizations in 
order to find the knowledge gap. In addition, the SLR 
identified different methodologies and empirical studies that 
aimed at exploring the nature of information security culture. 
The SLR in particular focused on issues related to information 
security culture in papers and studies that were published 
between 2003 - 2016.  

The remainder of the paper is organized as follows: In 
section 2, the research method adopted to conduct the SLR is 
described. Then in section 3 the definitions of information 
security culture are presented, followed by an overview of the 
frameworks that have been proposed thus far in section 4. This 
is followed by a discussion of the current thinking and way 
forward on establishing an information security culture in 
organizations in section 5. Finally, in section 6, the conclusion 
is inclusive of both summary and future work.   

II. Research method 

For the present study, the relevant literature on information 
security culture was collected so as to be reviewed and 
analyzed systematically through using the so-called  qualitative 
content analysis. This type of analysis utilizes a subjective 
interpretation of the text content by means of using a 
systematic classification process of coding to identify certain 
themes or patterns in that text. 

In order to carry out the search process the researcher 
focused on the content of electronic databases such as 
Springer, Google Scholar, ACM and IEEE Electronic Library. 
The SLR was applied to papers published from 2003 to 2016 
by using keywords related to information security culture. A 
qualitative content analysis was used to identify and classify 
the papers accordingly.  

Our search initially identified 68 papers that focus on 
information security culture. However, because the goal of 
conducting the SLR was to investigate the frameworks, 
methodologies and factors that affect information security, we 
filtered these papers further. As a result, it was found that 18 
papers (27% of the papers) mainly concentrated on the 
framework of information security culture. The other papers 
focused on other topics, such as definitions of information 
security culture, key factors influencing information security 
culture, challenges of information security culture, the 
relationship between organizational culture and information 
security culture, the cultivation process for implementing 
information security, general issues regarding information 
security culture, and assessment instruments for information 
security culture. Some of the papers also conducted empirical 
studies on information security culture includes data collection 
and analysis. Before discussing the information security culture 

frameworks that have been proposed, it would be useful first to 
present the various definitions of information security culture 
that exist in the literature. 

 

III. Information security culture definitions 

Information security culture is one of the most prominent 
issues in organizational culture. Information security culture is 
classified as a subculture of an organization and it includes the 
daily tasks, activities, guidelines and practices of the 
employees in an organization which should help them to 
protect the organization’s information assets and reduce the 
risks to those assets [18].  

Since the concept of information security culture is 
somehow still new [19], information security culture is often 
explained by using a collection of different theories and 
disciplines drawn from other research areas. Some researchers 
such as [14], [20]–[22] argued the information security culture 
should be achieved as a goal to create an embedded culture that 
includes all the activities and guidelines needed for information 
security to become one of the natural daily activities and duties 
of each employee in an organization. In other studies [9], [19] 
information security culture is described as tasks  and activities 
that should be done in parallel by employees and the 
organization as whole with the aim of achieving consistency 
and compatibility with information security principles.  

In another definition, [23] describes information security as 
“The collection of human attributes such as behaviors, 
attitudes, and values that facilitate the protection of all the 
information in the organization”. [24] define information 
security culture more fully as “The attitudes, assumptions, 
beliefs, values and knowledge that employees use to interact 
with the organization’s systems and procedures at any point in 
time. The interaction results in acceptable or unacceptable 
behavior evident in the artifacts and creations that become part 
of the way things are done in the organization to protect its 
information assets”.  

[25] suggest that information security culture is “The way 
our minds are programmed that will create different patterns of 
thinking, feelings and actions for providing the security 
process”, while[15] define information security culture as “The 
collection of perceptions, attitudes, values, assumptions and 
knowledge that guide how things are done in the organization 
in order to be consistent with the information security 
requirements with the aim of protecting the information assets 
and influencing employees’ security behavior in a way that 
preserving the information security becomes a second nature”.  

Another definition is provided by [9], who see information 
security culture as “The perceptions, attitudes and assumptions 
that are accepted, adopted and encouraged by the employees in 
the organizations in relation to the information system”.  

Malcomson [26] argues that the “Security culture is 
candidate by the assumptions, values, attitudes and beliefs held 
by the employees of an organization and their behavior could 
potentially impact the security of that organization and that 
may or not may have an explicit known link to that impact”. 
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Based on the presented definitions of information security 
culture, we can view information security culture as an 
integration process of beliefs, perceptions, attitudes, values, 
assumptions and knowledge that guide, direct and manage 
employees’ perceptions and attitudes to influence employees’ 
security behavior or to find an acceptable behavior for 
employees when they are interacting with the information 
assets in their organizations. In other words, this culture should 
be instilled and practiced daily by the employees of an 
organization, whereby the organization and its employees must 
work closely together in order to establish a conducive 
environment for information security culture to be inculcated 
throughout the organization.  

IV. Information security culture frameworks 

The literature review identified 18 papers that concentrate 
on the information security culture framework. The 
frameworks presented in the papers are based on different 
assumption and issues. The following paragraphs summarize 
those frameworks.  

Ruighaver et al. (2007) developed a framework based on 
the dimensions of the [27] organizational culture framework, 
namely, truth, time, motivation, stability, control and 
orientation, which it is argued improve one’s understanding of 
an organization’s security culture and the steps required to 
move toward such an organizational culture. Each of the 
identified dimensions was investigated with regard to its utility 
to construct information security culture. The authors argue 
that an ideal security culture in an organization should be 
achieved to make a balance between different factors of 
organizations.  

[28] presented a framework based on Schein’s (1992) 
model related to organizational culture theory that intended to 
explore how security governance affects security culture 
specifically in terms of responsibility and ownership of 
security. The authors found that the structural and functional 
mechanisms in security governance are the most influential 
factors.  

[29]  presented a framework that was designed to enhance 
the implementation of information security culture in small and 
mid-sized enterprises (SMEs) in Australia. They present details 
of the challenges of developing a security culture in SMEs. 
Moreover, the researchers identified other factors that have 
some impacts on information security culture, such as national 
and ethical culture, governmental initiatives in raising 
awareness and information security benchmarks, and vendors 
who may demonstrate a sense of trustworthiness to SMEs as 
external factors. Furthermore, they identify internal influencing 
factors that have high impacts on information security culture, 
which include governance and organizational culture. In 
addition, they provide management factors, such as a security 
policy and a budget. They also provide earning factors for 
individuals in an organization, such as e-learning, training, 
awareness and education for developing and fostering an 
effective background for the implementation of an information 
security culture in enterprises. Finally, they argue that it is 
necessary for top management to focus on fostering awareness 
among employees regarding information security culture and 
that top management should have strategic plans in place to 

ensure information security culture can be inculcated within 
organization.  

Zakaria (2006) provided a framework based on Schein’s 
(1992) model related to organizational culture where the aim of 
the framework is to develop the data collection methods for 
research studies on information security culture across 
organizations. The author recommends using the questionnaire, 
semi-structured interview, direct observation or document 
review methods.  

Another framework presented by Chang and Lin (2007) 
seeks to test the relationship between organizational culture 
and information security management in order to indicate the 
impacts of organizational culture traits on the effective 
implementation of ISM. The authors concluded that the most 
organizational features should involve cooperation, innovation, 
consistency and effectiveness.  

Chen, Ramamurthy and Wen (2015) proposed a research 
model to investigate the influence of information security 
awareness programs with respect to engendering a security 
culture. The result indicates that security education, training 
and awareness (SETA) programs as well as security 
monitoring have a positive impact on security culture and 
employees’ awareness with respect to organizational security 
policy. Moreover, they found that there is a positive 
relationship between awareness of security monitoring and 
security culture. The aim of their framework is to help to 
establish an information security culture within organizations.  

Chia, Maynard and Ruighaver (2002) proposed a 
framework using on [27]’s organizational culture framework 
which focused on raising information security awareness with 
in organization so as to examine the impact of organizational 
culture on information security culture. The authors conclude 
that administration support and employee awareness are the 
most critical factors for information security culture. However, 
they do not suggest any solutions as to how the quality of the 
information security culture within organizations could be 
enhanced. Schlienger and Teufel (2003) provided a framework 
based on internal marketing which aimed to analyze 
information security culture in an organization for the purpose 
of creating and enhancing that culture. Their framework based 
on Schein model contains many steps: the first step is pre-
evaluation, the second is a strategic plan, the third is an 
operative plan, and the fourth and fifth are implementation and 
post-evaluation. These steps are subject to change, evaluation 
or maintenance. However, their study lacks a practical 
experiment to test the execution of the suggested framework 
and to examine whether it can be changed or maintained 
practically in an organizational security culture.  

Alnatheer and Nelson (2009) provided a framework that 
aims to understand information security culture and its best 
practices in Saudi Arabia. The framework presented provides 
some important steps toward achieving ISM and details of the 
cultural factors that would facilitate the establishment of an 
information security culture within an organization. The main 
idea of the provided framework is to ensure a security culture 
has been included in the daily practices of organizations of 
Saudi Arabia. Moreover, they present some main factors, such 
as organization’s governance, regulatory and legal 
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environment, and other corporates. Finally, they concluded the 
national culture has impact on organization culture as well as it 
has impact to security culture. 

[30] provided a framework that helps organizations to 
determine whether the required information security culture is 
incorporated within organization culture. They also 
investigated the relationship between the two cultures. Their 
framework is based on [27]’s eight-dimensional organizational 
culture framework. The authors argue the importance of instill 
the concept of information security culture across organizations 
that’s aim to influence employees’ security behavior and 
actions.  

[4] presented a more comprehensive framework to evaluate 
and enhance an information security culture practically within 
organizations. First, they identified several information security 
components that organizations should adopt, such as process, 
human and technical threats that would disturb the 
establishment of an effective information security culture 
across an organization. Later, these components were classified 
into categories that cover each individual, each group and 
organizational ties of information security behavior within this 
organization. This framework describes the embedding of 
information security culture in the organization. However, the 
framework is lacking as it does not illustrate the internal 
relations and the expected influences of the different 
information security components.  

[31] provided a comprehensive framework for creating 
effective security for health information systems based on 
security culture and security awareness. The aim of the 
framework is to enhance human behavior by providing a 
security awareness and security culture in the e-health 
information system. They suggest that security awareness and 
security culture are the most important aspects to focus on in 
order to establish an effective health information security 
framework. However, their proposed framework lacks depth 
with respect to identifying the components and the factors and 
the associated relations between them.  

[1], [32], [33] investigated information security culture by 
providing an integrated model of Bloom learning taxonomy. 
Their framework, which is based on Schein’s model. In 
addition, they argue that to provide an effective information 
security culture within organizations, it is necessary to provide 
information security knowledge to employees, which could be 
seen as a fourth layer of Schein’s model, namely, the 
knowledge layer. The aim of their studies is to establish an 
effective information security culture within organizations. 
They discussed the Schein model describes the organizational 
culture instead of information security culture.  

[34] suggested framework for identifying the specifications 
of organizational culture subject to information security 
practices by means of determining the knowledge, skills and 
activities of individuals that may influence and enhance 
individual and group practices in terms of the management of 
information security culture. This conceptual model 
concentrated on the impact of the national culture on the 
organizational culture. They identify four types of behavior: 
the “ Knowing-Not doing, Not knowing-Doing, Not doing 
mode and finally Knowing-Doing mode”. Furthermore, they 

argue that the behavior of employee’s could change from one 
mode to another depending on the employee’s role, technology 
available in the organization, and the situation and awareness 
regarding security training. 

Another conceptual model was presented by [35] for ISM 
e-learning, which focuses on people’s cultural views. Their 
model describes the relationships between the dimensions 
related to e-learning stakeholders in ISM. Furthermore, the 
presented model addresses people’s behaviors and their real 
views. Finally, the authors identify the dimensions of 
conceptual model, such as threats, stakeholders, cultural view, 
and ISM elements. 

[36]  provided a framework that focuses on security 
behavior based on assumptions, attitudes, as well as the 
“human factor diamond” that includes management, 
responsibility, preparedness, society and regulations. The 
proposed integrated framework combines human, organization, 
strategy and technology factors in order to help organizations 
to implement and adopt an information security culture. The 
framework presented includes most of the issues related to 
human behavior that would help to establish a secure situation 
for information assets in organizations. These issues are 
covered in a systematic way by using the STOPE model, which 
refers to strategy, technology, organization, people and 
environment, to ensure that the framework is comprehensive. 
Later, these issues are translated into specific activities and 
tasks with respect to the human factor diamond. Furthermore, 
the principles of change management are provided in addition 
to the process of cultivation that guides the information 
security culture within the organization.  

[37] also developed a human factor framework. In their 
work they focus on factors has effective impacts to end users’ 
behavior, namely, lack of awareness, lack of motivation, belief, 
behavior and inadequate of technology  In addition, the authors 
indicate that the most important issue for an organization to 
address is the fostering of security awareness among 
employees through education. Moreover, it was found that the 
weakest link in security area was the human factor which made 
them to suggest some factors that can influence human acts in 
organizations.  

[38] presented a conceptual model specifically for the 
healthcare environment. Based on a literature review, they 
identify numerous factors that influence information security 
culture, namely, information security awareness, behavior, 
change management, knowledge, organizational system and 
security requirements. However, their framework appears to 
fail to identify the relationships between the factors and their 
impacts on information security culture. 

From the above it is apparent that most of the 18 identified 
frameworks attempt to address numerous issues and many 
factors have a relation with information security culture. 
Moreover, different environments and different assumptions 
are considered to formulate each information security culture 
framework. For instance, some of the frameworks are highly 
focused on addressing human factors, such as providing 
awareness, training and education programs for employees, 
whereas some papers focus on the external factors that 
influence information security culture. 
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V. Discussion 

From our analysis of the literature, it is clear that the human 
factor is considered the weakest link in the security chain. 
Employees inside the organization is considered to be the main 
threat to organization’s assets[4], [9]. Moreover, [11] argue 
that human error is the cause of numerous data breaches in 
organizations and that employees play a significant role in 
creating or preventing threats to an organization. The 
information security culture influences the employee’s security 
behavior. Thus, human behavior within an organization is 
guided by the required knowledge. Therefore, knowledge is a 
very important factor in managing the perceptions, attitudes 
and behaviors that guide employees’ interactions with 
organizational assets. Human behavior must be directed by 
knowledge in order to minimize the risks posed by the insider 
(the employee). In order to establish an acceptable and 
effective information security culture, it is necessary to focus 
on improving human security behavior in organizations 
through focusing on the required knowledge for the employees. 

This is in line with the view of [1]  who added a new fourth 
layer to Schein ’s model, namely a knowledge layer, because 
the Schein model, which consists of three layers, describes 
organizational culture and not information security culture. The 
addition of a fourth layer enables the enhanced model to 
describe information security culture instead of organizational 
culture. Most of the frameworks identified by the SLR were 
developed based on Schein’s three-layer model. Therefore, 
there is a lack of research on information security culture that 
considers knowledge as important factor, as suggested by [1]. 

More recently, [36] has focused on the relationship between 
knowledge and behavior in information security culture. The 
author concludes that there is a positive relationship between 
levels of knowledge and how employees behave. Therefore, 
the level of knowledge significantly affects information 
security behavior and culture and should be considered as a 
critical factor in the effectiveness of information security 
culture and in any further work that is carried out on 
information security culture. The work of [36] strongly 
supports the findings of [1]. It should be mentioned that [39]  
argue that every employee needs to understand the importance 
of establishment information security in order to protect the 
organization’s assets. Thus, it is necessary to impart 
information security knowledge to employees. Other studies, 
[18] and [40], also mention that there is a relationship between 
knowledge and behavior but they do not provide any further 
details or undertake any investigation on the type of knowledge 
that should be inculcated to enhance employee behavior in 
respect to information security culture in organizations.  

The above indicates that employees must have an 
appropriate behavior and attitude toward information security 
and that this can be acquired by providing security knowledge 
to employees. Knowledge and behavior should be in line so 
that organizations can have an effective information security 
culture. However, there is a lack of research on what security 
knowledge required should be imparted in order to influence 
human behavior and to focus on what the impacts of security 
knowledge are on human behavior in information security 

culture. Therefore, there is still a gap in security knowledge 
that needs to be discovered by further research. 

Furthermore, most of the factors in the existing frameworks 
have been linked directly with the information security culture 
framework without any focus on knowledge and human 
behavior as important factors that can help to enhance 
information security culture. Referring to the definitions of 
information security culture, it is apparent that human behavior 
has the ability to accept/do or reject/fail to do a task in 
information security in the organization. Therefore, human 
behavior is affected by knowledge. Since there is a correlation 
between human behavior and knowledge, it is more crucial to 
focus on the security knowledge required within organizations 
to inculcate an information security culture.  

VI. Conclusion 

The objective of this paper was to conduct SLR of the 
works on information security culture published between 2003 
–2016. The review revealed the necessity to construct an 
information security culture within organizations in order to 
protect them from the inside and to influence employees’ 
security behavior. It was also revealed that effective 
information security culture has the potential to enhance 
employees acting in effect as a ‘human firewall’ that can help 
to protect organizational information assets. Establishing an 
information security culture should involve changing the 
existing culture so that it is more effective in respect of 
addressing security issues. This may require a change in the 
behavior and attitude of employees when they are interacting 
information assets. Therefore, there is a need for more studies 
to identity the security knowledge that needs to be incorporated 
into organizations and to find instances of best practice for the 
establishment of an information security culture within 
organizations. It is hoped that the review provided in this paper 
will assist researchers who are interested in investigating this 
field further. 
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