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ABSTRACT

Federated identity management is sometimes criticized as
exacerbating the problem of online identity theft, based as
it is on the idea of connecting together previously separate
islands of identity information. This paper explores this con-
jecture, and argues that, while such linkages do undeniably
increase the potential scope of a successful theft of iden-
tity information, this risk is more than offset by the much
greater value federated identity, in combination with strong
authentication, offers in preventing such theft in the first
place.

Categories and Subject Descriptors

H.4 [Information Systems Applications]: Miscellaneous;
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1. INTRODUCTION

Federated identity is the dominant movement in identity
management today. Federated identity refers to a model
of distributed identity management in which one web site,
in the interest of usability for users and efficiencies and
economies for itself, decides to accept identity information
and authentication operations maintained at another site.
Federation refers to the establishment of business agree-
ments, cryptographic trust, and user identifiers or attributes
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across security and policy domains to enable more seamless
cross-domain business interactions.

The archetypical example of a federated application is web
single sign-on (SSO), in which a user, after logging into one
site, is able to access their resources held at other sites based
on that initial authentication. The first site, rather than
logging in the user directly (with the associated usability
issues), relies on the second site to do so.

In addition to the improved online experience of SSO,
federated identity management can provide reduced admin-
istrative costs of account maintenance for service providers,
and a risk model more in line with service provider business
models.

Federated identity management, in that it connects to-
gether previously isolated collections of identity information,
might be perceived as only contributing to the identity theft
problem - this by exacerbating the ramifications of any suc-
cessful attack. The concern is that if one account is compro-
mised, then any federated connections between that account
and others will enable these other accounts to be compro-
mised in a domino fashion. While this is a valid concern, fed-
erated identity, through its potential for enabling fewer and
stronger authentication events, can actually hellp to mini-
mize the risk of the initial theft. This paper will present a
non-technical overview of the different ways by which feder-
ated identity management can actually help address certain
aspects of the identity theft problem.

2. OVERVIEW OF ID THEFT ATTACKS

2.1 Phishing

Phishing refers to an identity theft attack in which an at-
tacker lures a victim to a rogue website, typically by sending
an email to the victim and encouraging them to click on a
link. The victim, fooled by the apparent authenticity of
both the email and the web site, may be convinced to pro-
vide identity information (e.g., account names, passwords,
credit card info etc) to the rogue site.

Note: more evolved phishes do not even require a fake
web site, the rogue site can simply proxy all interactions
between the user and the authentic site in a Man In The
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Figure 1 illustrates the key steps in a phish.
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Figure 1: Key steps in a phish

2.2 Pharming

Pharming refers to an attacker acquiring the Domain Name
for a site, and then redirecting legitimate traffic destined for
that site to a rogue site impersonating the first. Once at the
rogue site, the user may be fooled into providing personal
identity information. Pharming can be viewed as a variant
of a phish attack in which no email to the user prompting
them to click on a link is necessary. Even if the user cor-
rectly enters a valid URL, the attacker can still redirect the
user to the rogue web site.

Pharming attacks can be identified if the authentic site
authenticates to the browser with SSL, as this should cause
the browser to display a warning of a mismatch between
the server certificate and the domain name. This however
depends on the user not ignoring this warning.

2.3 Password Attacks

According to PricewaterhouseCoopers, the average user
today has 40 personal and professional accounts requiring
usernames and passwords. These passwords are typically
weak and rarely changed. Even more seriously, many users
reuse the same password across multiple sites. Consequently,
if a rogue site is able to learn a user’s password at one site,
the chances are good that this password will also be useful
at another. The criminals leverage the initial set of iden-
tity information to run credit checks and take other steps to
ferret out all other accounts.

Critically, a rogue site may not even need to impersonate
another valid site in order to get this (too often) ’global’
password, all it need do is convince the user to create an ac-
count, which many users will be willing to do if they are of-
fered some reward (e.g., free email or some promised coupon
good at amazon.com).

3. WHAT IS FEDERATED IDENTITY
MANAGEMENT

Federated identity management refers to a model of man-
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aging identities across policy and/or application domains in
which the identity data is distributed but yet part of a vir-
tual whole. In this model, different domains/sites choose to
rely on identity data/operations that are held or occur else-
where. In a sense, online federated identity can be compared
to a passport of the physical world - countries choose to ac-
cept the passports (and the rigor of the issuance process) of
other countries as proof of identity for that country’s citi-
zens (and thereby be freed from the burden of identifying
any visitor itself.

Fundamentally, federated identity is portable identity -
this portability dependent on syntax to describe the different
aspects of online identity, protocols by which it can be moved
around the network in a secure and privacy-respecting man-
ner, and the business and legal frameworks under which
business partners require to control risk.

4. FEDERATEDIDENTITY ARCHITECTURE

In this section, we provide an overview of various federated
identity management architectures.

4.1 OASIS Security Assertion Markup
Language

The OASIS SSTC (Security Services Technical Commit-
tee) has defined SAML as a framework for expressing au-
thentication and authorization information using XML syn-
tax[8][9].

SAML defines an XML-based framework for communi-
cating security and identity (e.g., authentication, entitle-
ments, and attribute) information between computing enti-
ties. SAML promotes interoperability between disparate se-
curity systems, providing the framework for secure e-business
transactions across company boundaries. By abstracting
away from the particulars of different security infrastruc-
tures (e.g., PKI, Kerberos, LDAP, etc), SAML makes possi-
ble the dynamic integration necessary in today’s constantly
changing business environments.

The SSTC standardized SAML specifications for a) schema
for the structure and content of assertions, b) protocols to
exchange assertions, ¢) bindings over which the SAML pro-
tocols can be transported, and d) profiles that describe con-
crete sequence flows based on particular use-cases.

The Liberty Alliance’s ID-FF architecture built heavily
on earlier version of SAML. Recognizing the value of con-
vergence, the Liberty Alliance contributed ID-FF as input
to SAML 2.0, the most recent version of SAMLI[9].

4.2 Liberty Alliance

The Liberty Alliance architecture is depicted in Figure
2. The Liberty Alliance has defined technology specifica-
tions based on three frameworks, these are ID-FF (Iden-
tity Federation Framework), ID-WSF (Identity Web Ser-
vices Framework), and ID-SIS (Identity Service Interface
Specifications).

ID-FF defines a framework for federating identities and
a mechanism for single sign-on in a federated manner. ID-
WSF defines a framework for web services that allows providers
to share users’ identities in a permission-based manner (see
section 4.2.2). ID-SIS defines service interfaces for each
identity-based web services so that providers can exchange
different aspects of identity (i.e., a user’s profile) interopera-
bly. The technical specifications for these three frameworks
are publicly available at the Liberty Alliance website[1].
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Figure 2: Overview of Liberty Alliance architecture

Note that the specifications for Liberty ID-FF are inde-
pendent from those for Liberty ID-WSF. However, these can
be closely related in cases of actual use-cases. For instance,
an ID-WSF-based system can make use of the ID-FF frame-
work for user authentication.

4.2.1 Identity Federation and Single Sign-On Mech-
anism

As described above, a user’s accounts are distributed and
maintained at each service site as deemed appropriate by
that user. To federate these accounts whilst respecting user
privacy, the identity provider and other providers establish
a pseudorandom identifier (that is associated with a real
name identifier at each site). The process of federating two
local identities between providers is typically triggered by
the user and with their consent - their involvement allows
each provider to map the established pseudonym into their
local account identifiers. This concept of identity federation
is depicted in Figure 3.

When an authentication of a user is requested by a ser-
vice providers, the identity provider authenticates that user

IdP

Account name: JoeS

Pseudorandom Pseudorandom
identifier identifier
with site1: with site2:

d1peznsnw mzyzhkjbtst

Pseudorandom Pseudorandom

identifier identifier
appropriately and then issues an authentication assertion to with IdP: with 1dP:
d1peznsnw mzyzhkjbtst

that fact. If the identity provider has already authenticated
a user, then it can just issue an assertion to that effect with-
out necessarily requiring the user to present their credentials
again.

Each service site validates the assertion issued from the
identity provider, and determines whether or not it should
be accepted. As the identity provider can issue multiple as-
sertions to different service sites based on a single authenti-
cation action by the user, the user is able to sign-on to these
other service sites without needing to be re-authenticated at
each service site. A typical sequence flow for the single sign-
on process is depicted in Figure 4 (details of the message
flow between actors not shown).

Account name: JSch

Site 2

Account name: Joe123

Site 1

Figure 3: Identity federation

4.2.2 Liberty ID Web Services Framework

Liberty Alliance defines the ID-WSF as a framework by
which a user can share her/his personal information, main-
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Figure 4: Typical sequence flows for single sign-on processes

tained at certain service providers, with other service provider,

based on the user’s permission[5]. With this framework,
once a user registers her/his personal information at a cer-
tain service provider, the information can be conveniently
used at other service providers.

4.3 WS-Federation

WS-Federation [11] is a proposal from (primarily) Mi-
crosoft and IBM, part of their web services framework (of-
ten abbreviated as WS-*). WS-Federation describes how
to manage and broker the trust relationships in a hetero-
geneous federated environment, including support for fed-
erated identities, sharing of attributes, and management of
pseudonyms.

5. THE RISK

Federated SSO implies that, once authenticated to an
identity provider, a user will be able to access resources held
at federated service providers without additional log-ins. Of
course, this also means that if an attacker is able to log-in
as a particular user at an identity provider, they too will be
able to access those federated service provider resources. At
face value, it would seem that federated SSO only simplifies
the job of the attacker, providing as it does a well known
target (the identity provider) that, if successfully phished,
provides a base of operations from which all the user’s other
resources at federated service providers can be stolen.

While this is true, we should recognize that the exist-
ing commonly occuring situation of passwords being reused
across multiple sites presents a similar concern. Once one
site is successfully phished/pharmed, the odds are not in-
significant that those credentials will be useful at other sites.
What’s more, as there are no mechanisms by which sites
could communicate the fact of one account being phished,
the phisher will have time to perform its experiements with
those credentials. So, in a sense, the accounts of many users
at different providers are already linked - linked through the
duplicate passwords those users use at the different sites.
Today’s reality (or at least a common scenario) is a chain of
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weak links, each one relatively easily broken and, once bro-
ken, providing an attacker the means to move up and down
the chain.

In the federated world, there is also a chain linking to-
gether multiple sites, but with a important differences. Firstly,
the chain can only be traversed from the strongest link to
weaker links (i.e., there is no assumption of bilateral SSO)-
breaking one of the weak links does not automatically give
the ability to break either other comparably weak links nor
the strongest link the identity provider). Secondly, if such
a break is identified, federated identity standards provide
mechanisms by which the damage can be contained through
defederation.

6. FEDERATED IDENTITY MECHANISMS
AGAINST IDENTITY THEFT

In this section, we discuss the potential advantages of fed-
erated identity management for combatting identity theft.

6.1 Login Frequency

Phishing depends on the rogue site being able to convince
the victim to share identity information, often the account
name and password for the site being impersonated. This
task for the rogue site is greatly simplified by the general
willingness of users to present such credentials to otherwise
unknown sites. The current situation is that users are condi-
tioned to expect to have to authenticate to the various sites
they interact with, even if they feel that such authentication
is not necessary for the task they wish to perform at that
site.

Federated SSO will mean fewer authentication operations
for users. A necessary side effect of this is that such oper-
ations will become less expected and more note worthy to
the users. In a federated world, the prompt for credentials,
which is today’s default, will become a rarer occurrence -
this relative infrequency will likely encourage users to ques-
tion the validity of such prompts to a greater degree than
currently.



In addition to becoming conditioned to authenticating
fewer times, users will become conditioned to authenticating
only to identity providers. Consequently, when prompted to
log-in by what appears to be a service provider, the situation
will be even more unusual and alarming.

Figure 5 illustrates how a user might be alerted to a phish
solely through its unexpeced nature.

6.2 Login Attacks

Identity Federation and SSO, through reduced authenti-
cation operations, will make it practical for users to choose
different (and stronger) passwords at their various identity
providers. In addition to making brute force attacks on such
passwords more difficult, any such ’strong’ password, were it
to be divulged, would not be immediately applicable at other
providers because it would less likely to be reused there.

In addition, the login credentials that a user uses at the
identity provider are never released to the service provider,
only an assertion to their authentication status.

6.3 Service Authentication

Phishing and pharming both depend on a typical user’s
inability to adequately authenticate the site they are vis-
iting. Simply by creating a reasonable visual imitation of
a valid site, an attacker is able to convince many users of
the supposed authenticity of the rogue site. While typical
browsers support a variety of mechanisms (e.g. lock icon,
address bar, warnings, etc) to help the user detect fraudu-
lent sites, the burden remains on the user to interpret them.

Federated SSO acts to shift a significant portion of the
burden of service provider authentication off the browser and
user and on to the identity provider. This provider-provider
authentication occurs through digital signatures and certifi-
cates so it is far less trivial for the rogue site to impersonate
a valid site to the identity provider than is possible to the
user. So, if the user were to not respond to a phish email by
clicking on the presented link, but rather go to their identity
provider and from there to the appropriate service provider,
the attack would be circumvented.

Even if the user were to click on the phish link, but in-
dicated that they would only authenticate at their identity
provider, the rogue site would be unable to authenticate
to the identity provider as the valid site and so the attack
would fail as well.

6.4 Strong Authentication

Strong Authentication is typically used to refer to a secu-
rity model in which something beyond account names and
passwords are required in order to authenticate an entity to
an acceptable level of confidence. Within this broad defini-
tion, the term strong authentication generally either refers
to systems that depends on cryptography to allow an in-
dividual to prove they are who they claim to be or a lay-
ered authentication approach relying on two or more au-
thenticators. Some systems demonstrate both aspects (e.g.,
use cryptography as part of a 2-factor authentication for
instance).

Common to both interpretations is that strong authenti-
cation systems do not depend exclusively on the authentica-
tors being shared across the network, either because crypto-
graphic methods allow knowledge of the secret to be demon-
strated without the secret itself, or because the form factor
precludes such sharing. This can be contrasted with how
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passwords are used. By not depending on secrets to be
shared across the network, strong authentication systems
can be a significant defense against phish attacks because it
prevents an attacker from being able to easily collect all the
necessary credentials required to impersonate a user.

As an example, AOL’s Passcode program distributes RSA
SecurlID devices to AOL members. The SecurID device gen-
erates and displays a unique six-digit numeric code every
60 seconds. To login to the AOL website, the user enters
both their password and the SecurID code. Even if a user
is fooled by a phish into providing their password and Se-
curlD code, the SecurID code is time limited and so there is
only a narrow window in which it could be used for another
transaction at AOL.

It should be acknowledged that the AOL Passcode pro-
gram (and similar OTP systems) does not prevent a man-
in-the-middle (MITM) attack in which the attacker acts as
a real-time proxy between the user and AOL, immediately
presenting the password and SecurID Code to AOL as it
receives them from the user. Nevertheless, such systems do
significantly complicate the task for the attacker by limiting
the time during which the stolen credentials will be accepted.

Another 2-factor approach to address phishing relies on
multiple channels. For instance, a bank might deliver a sec-
ondary password to the user’s cell phone via Simple Mes-
saging Service (SMS). In order to login and to authorize
financial transactions, the user must present both his pass-
word and the SMS password. Even if an attacker is able to
phish the user’s password for a particular site, that password
on its own will be insufficient. Additionally, if the attacker
tries a MITM attack, it would need to monitor both the
browser and SMS channels in order to obtain all required
credentials. One implication of this system is that the user
must share their cell number with the bank, opening up the
risk of receiving unwanted messages.

6.4.1 Strong Authentication and Federated SSO

Strictly speaking, strong authentication and federated iden-
tity are orthogonal, e.g., you can implement one without
the other. However, when combined they provide a much
more powerful defense against identity theft than either in
isolation. Federated identity makes strong authentication
more accessible/realistic for many sites by shifting the bur-
den of the technology onto dedicated providers whose busi-
ness model can more easily support the infrastructure costs.

Strong authentication, if implemented by each service provider,

implies sending hardware tokens or key fobs to a large num-
ber of customers (even if not to the complete set), and so
may be prohibitively expensive. Further, in the absence for
interoperability standards between tokens and software, a
symmetric hardware or software token is only capable of
one provider relationship - the implication is that users will
need to carry a token for each service provider (the so called
‘token necklace’ phenomena). Replacement of lost tokens
adds to their cost. Many US banks tried large-scale deploy-
ments of multifactor strong authentication in the mid-1990s,
but those initiatives were often abandoned, due to their cost
and technical complexity.

Rather than each service providers having to implement
strong authentication systems (with the likely implication
of multiple tokens for the user to manage and carry), in a
federated model a typical provider can ’outsource’ the au-
thentication to a dedicated ’strong authentication identity
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provider and then, through federated SSO, be able to ben-
efit from the enhanced security the strong authentication
provides.

Since the entire value of federated SSO is dependent on
the ability of the service provider to trust the identities
shared by the identity provider, strong authentication gives
the added confidence necessary for high-value or sensitive
transactions.

6.5 Opaque Identifier

The use of opaque identifiers by which different pairs of
providers refer to users provides a partial measure of con-
trol over controlling the consequences of a successful identity
theft. If a user’s account at one provider is phished, identity
theft or fraud. With federation, the identity provider and
service provider together establish an opaque identifier(s)
that are used to refer to a particular user in subsequent
transactions. If

In addition to requiring that it be presented with a valid
opaque identifier (i.e., one previously established with the

identity provider purportedly presenting it) the service provider

will base its trust in the identity provider’s SSO assertion
through signatures, certificate chains, validity intervals and
other technical mechanisms. The credentials are transient
and limited to a specific domain, and the opaque identifier
is valid only between these two providers and therefore will
not enable identity fraud to occur elsewhere if stolen.

Even if an opaque identifier were compromised, the part-
nering providers could easily substitute a new value with no
negative impact to the user; indeed, users will almost cer-
tainly be oblivious to the actual value of the opaque identi-
fiers used to refer to them[10].

6.6 User Interaction

The Liberty ID-WSF Interaction Service allows service
providers, when deciding whether or not to release a user’s
personal information, to open up a channel to that user for
confirmation. One of the profiles of the Interaction Service
allows the service provider to invoke the Interaction Service
provider in order to query a user for consent. The Interac-
tion Service provider subsequently interacts with the user
through an alternative channel (e.g., through SMS as de-
scribed in section 6.4), in order to get consent for releasing
information.

Consequently, the Interaction Service, by simplifying such
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two-channel interaction for service providers, can help pro-
tect users from a MITM identity attack. Figure 6 depicts
how the Liberty ID-WSF Interaction Service can be applied
to this multi channel model.

6.7 Authentication Management Processes

Federated identity enables an organization to balance au-
thentication management between partners more equitably
compared to alternatives such as remote accounts. For in-
stance, if a certain employee’s job responsibilities required
that they be able to access resources at a partner site, that
ability can be quickly revoked if and when that employee
leaves the company.

Indeed, no such remote "revocation” is necessary - the
ex-employee loses his/her ability to access the partner site
simply by having their local corporate account terminated.

6.8 Close andtrack breaches quickly and cleanly

The fact that SSO assertions indicate the issuing identity
provider allows the service provider to log this for potential
future audits. If a user were to claim that activity conducted
with a service provider was the result of identity theft/fraud
originating elsewhere, then the service provider can easily
determine if the entry point for this disputed activity in
their domain was through a federated SSO with a particular
identity provider or through an authentication performed
locally at the service provider.

7. RELATED WORK

Various federated identity management applications and/or
specifications have been analyzed for their security charac-
teristics. For instance, both [13] and [14] examined Mi-
crosoft’s Passport Network[12] and discovered vulnerabili-
ties. Similar analysis of SAML 1.0 [15] resulted in the intro-
duction in SAML 2.0 of mechanisms to address the identified
vulnerabilities. In [16], WS-Federation was shown to provide
authenticity and secure channel establishment in a realistic
trust scenario.

8. CONCLUSIONS

The federated model for identity management is some-
times criticized because the “linking” of accounts that occurs
is perceived to increases the risk of identity theft, or at least



E User MUsbeflr
| obile
! Browser, Phone

,
|~ Request for service

(o)

SP1 SP2

Request for consent

Request for personal info.

These are R ;
different | equest for consent__ |
channels Consent

Consent

Provide service

Personal info.

SP1: a service provider that provides service using personal infomation at SP2.
SP2: a service provider that maintains user’s personal information
IS: an Interaction Service provider

Figure 6: Multi channel model with Liberty ID-WSF Interaction Service

the ramifications of any breach. The reality is not so black-
and-white. While it is undeniable that, if a user’s account
at an identity provider were to be successfully phished, the
attacker would have opportunity to access other linked ser-
vice providers, federation also makes practical many other
mechanisms that serve to a) significantly complicate the ini-
tial theft (e.g. scalable strong-authentication), b) to identify
and close a breach were it to occur (e.g. federation manage-
ment protocols), and c) shift a significant portion of the
burden of service provider authentication off the user on to
identity providers.
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